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Discussion
This contribution proposes to address the some of the editor’s note in the paper with the addition of some notes. It also adds a small clarificatrion to an exisiting note.
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It is proposed that the below pCR is approved from inclusion in TR 33.899.
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**** FIRST CHANGE ****

5.2.4.19
Solution #2.19: Alternative EAP architecture for 3GPP access

5.2.4.19.1
Introduction  

This solution addresses Key Issue #2.1.

This solution provides serving network binding to the key delivered to the 3GPP serving network for general EAP protocols by using EMSK to derive the key that is passed down from the EAP server. This allows the keys used in the 3GPP access to be bound to their specific role in a similar way to KASME in LTE. 

In this solution, the nodes between the NG-UE and AUSF will just have to transparently pass on the EAP packets. For the description of the solution, we consider the element that terminates the NAS mobility management messages as the CN-MM.

5.2.4.19.2
Solution details  

5.2.4.19.2.1
Protocol Stack   

Figure 5.2.4.19.2.1-1 provides a possible protocol stack for carrying the EAP messages between the NG-UE and the AUSF.
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Figure 5.2.4.19.2.1-1: Protocol Stack

5.2.4.19.2.2
Authentication flows

Figure 5.2.4.19.2.2-1 provides the flows for EAP authentication in the NextGen network. A description of the steps follows the figure.

NOTE 1: Identity used in the below flow is the subscription identifier.

Editor’s Note: the choice of authentication method may need to be added to the AUSF.

NOTE 2: For this solution, the AUSF is in the home network.

Editor's Note: It should be clarified whether the present solution would work with trusted and untrusted non-3GPP access. 
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Figure 5.2.4.19.2.2-1: Authentication flow for EAP with AUSF as authenticator

1. The NG-UE sends Attach Request to the CN-MM and include its Identity.

2. The CN-MM requests a KCN-MM for this NG-UE from the SEAF. 

3. The SEAF request a KSEAF for the NG-UE from the AUSF.

4. The AUSF decides to trigger an authentication for the NG-UE. It fetches the needed material to run the appropriate EAP method (identified by the Identity that is passed the AUSF) from the ARPF.

5a – 5g. The AUSF runs the EAP method with the UE. They may be several round trip between the AUSF and NG-UE. 
NOTE 2a: Use of this propsal with an AKA method over EAP requires the setting and checking of the key separation bit as described in the EAP AKA' RFC 5448 [xx]. Hence it is recommended to only use EAP AKA' with this method. 
6. Once the EAP method has successfully completed, the AUSF calculates KSEAF from the EMSK. It sends the KSEAF along with the EAP Success packet to the SEAF.
NOTE 2b: EMSK (rather then MSK) is used to calculate KSEAF as this means that there is no need to restrict the use of the credentials used to access to 3GPP access only. If such a restriction is not applied, then MSK may be sent to a non-3GPP entity which could then calculate the KSEAF. If the MSK is stolen (e.g., by compromising the non-3GPP entity), then it would be used to impersonate 3GPP network. 
7. Due to the presence of the KSEAF or an indication in the lower layers, the SEAF is aware that the authentication succeeded. It calculates KCN-MM from the KSEAF. The SEAF sends KCN-MM and the EAP Success packet to the CN-MM.

8. Due to the presence of the KCN-MM or an indication in the lower layers, the CN-MM is aware that the authentication succeeded. It calculates the NAS keys from the KCN-MM. The SEAF sends the EAP Success packet to the NG-UE in the NAS SMC.

NOTE 3: 
If for protocol reasons, the EAP Success cannot go with the NAS SMC, it is sent in a separate NAS message before the NAS SMC is sent.

NOTE 4: 
EAP-AKA' already achieves this goal by design. The present solution is therefore not needed for EAP-AKA'. Applying the present solution to EAP-AKA' would lead to a duplication of effort for achieving the same goal and should be avoided. But it is true that not all EAP authentication methods achieve the goal of serving network binding. Such methods could, in principle, benefit from enhancements providing such binding. However it may be worthwhile applying this method to EAP-AKA' so there is no need to change the key calculation based on the EAP method used. 





NOTE 5: The solution relies on calculating a key bound to the visited network in the home network. Hence the solution will not work if the EAP Server is placed in the serving network.
5.2.4.19.3
Evaluation 

The stated protocol goal is to provide "serving network binding to the key delivered to the 3GPP serving network for general EAP protocols by using EMSK to derive the key that is passed down from the EAP server."

**** END OF CHANGES ****
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